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Thrs Utah Student Data Prlvacy iicement {(“DPA™) is entered into by and between the

(E\" WS Earl inafter referred to as “LEA™) and OtusLLC
reinafter refetred td as- “Co tractor™) on June 5, 2019 . The Parties agree to the
terms as stated herein.

RECITALS

‘WHEREAS, the Contractor has. agreed to provide the Local Education Agency (“LEA™) with
certain’ dlgltal educational services (“Services™) pursuant to a contract dated
(“Service Agreement”™); and

WHEREAS, in order to provide the Services described in the Service Agreement, the Contractor
may receive or create, and the LEA may provide documents or data that are covered by seveial
federal statutes, among them, the Family Fducational Rights -and Privacy Act (“FERPA™) at 20
U.S.C. 1232g (34 CFR Part 99}, Children’s Online Privacy Protection Act (*COPPA™), 15 U.S.C.

6501-6506; Protection of Pupil nghts Amendment (“PPRA") 20 U.8.C: 1232h; and

WHEREAS, the documents and data transferred from LEAs and created by the Contractor’s
Services are also subject to Utah state student privacy laws, including the Utah Student Data
Protection Act UCA Section 53E-9; and

WHEREAS, for the purposes of this DPA, Contractor is a school official -with fegitimate
educational interests.in accessing Education Records pursuant fo the Service Agreement for the
limited purposes of this DPA; and

WHEREAS, the Parties wish to enter into: this DPA to ensure that the Service Agreemient
‘conforms to the requirements. of the' privacy laws réferted to above and to establish implementing
procedures and duties; arid

‘WHEREAS, the Contractor may, by signing the “General Offer of Privacy Terms” (Exhibit “E™),
agree to allow other LEAs in Utah the opportunity to accept and enjoy the benefits of this DPA
for the Services described herein, without the need to negotiate.terms in a sepatate DPA.

NOW THEREFORE, for good and valuable-coﬁsi‘de'ration,_ the patties agree as follows:

ARTICLE T: PURPOSE AND SCOPE

1. Purpose of DPA. The purpose of this DPA is to describe the duties and. responsibilities
to protect student data transmitted to Contractor from LEA pursuant to the Service Agreement,
including compliance with all applicable statytes, including the FERPA, COPPA, PPRA and other
appllcable Utah State laws, all as may be amended from time to time. In performing these
services, the Conttactor shall be considered ‘a ‘School Official with. a legitimate educational
interest, and performing services otherwise provided by the LEA. With respect to the use and
maintenance of Student Data, Contractor shall be under the direct control and supervision-of the.
LEA.




2. Nature of Services Provided. The Contractor has agreed to provide digital educational

products-and services outlined in Exhibit “A”.

I i yvided. The Parties shall indicate. the categoriés of student data t6 be
prowded in the Schedu[e of Data, attached as Exhibit “B”.

4. DPA Defivjtions. The definition of terms used in this DPA is found in Exhibit. “C" In’ the
event of a conflict, definitions used in this DPA shall prevail over term used in the Service
Agreement.

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS

3 ; EA. All Student Data transmitted to the Contractor pursuant to the
Serv1ce Agreement s and will continue to be the propetty of the student.

2 Parent Access. The LEA shall establish reasonable procedures by which a parent, legal
guardian, or eligible student may request the opportunity to inspect and review Student Data in
the student's records, and seek to amend Student Data that are inaccurate, misleading or in-
violation. of the student's right of piivacy. Contractor shall respond in @ timely manner (and no
later than 45 days from the date of the request) to the LEA’s request for Student Data in a
student's records held by the Contractor to view or corréct as necessary. In the event that a parent
of a student or other individual contacts the-Contractor to review any of the Student Data ‘accessed
pursuant to the Services, the Contractor shall refer the parent of individual to the LEA, who. will
follow the necessary ard proper. procedures. regarding the requested information,

3. Third Party Request. Should a Third Party, including law enforcement and government
entities, request data held by the Contractor pursuant to'the Services Agreement, the Contractor
shall redirect the Third Party to request.the data directly from the LEA. Contractor shall notify the
LEA in advance of a compelled disclosure to a Third Party. Contractor shail share Student Data
with faw enforcement if required by law or court order.

4 Subprocessors. Contractor shall enter inté written agreements with all Subprocessors
performing functions pursuant to the Service Agreement, whereby the Subprocessors agree to
protect Student Data in'a manner ¢onsistent with the terms of this DPA. Contractor shall provide
the LEA with a description of the subprocessors or types of subprocessors who have access to the
LEA’s student data and shall update the list as new: subprocessors are added.

ARTICLE I1I: DUTIES OF CONTRACTOR

1. Privacy Compliance. The Contractor shall comply with all applicable- state and federal laws
and regulations pertaining to data-privacy and security, including FERPA,.COPPA, PPRA and all
other'Utah privacy statutes as they relate to'the colléction, use, storage, or sharing of student data.

2. Authorized Use. The data shared pursuant to the Service Agreement; including persistent
unmique identifiers, shall be used for no purpese other than the Services stated in the Service
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Agreemient and/or otherwise authorized under the statutes referenced in the prior subsection.
Contractor also acknowledges and agrees that it shall not make any re-disclosure of any Student
Data.

3. Employee Obligation. Contractor shall require all employees and subprocessors who have
access to. Student Data to comply with all applicable provisions of this DPA with respect to the
data shared under the Service Agréement.

4. Use of De-identified information. De-identified information may be used by the Contractor
for the purposes of development, tesearch, and improvement of educational sites, services, or
applications, as any other member of the public or party would be abie to use de-identified data
pursuant to 34 CFR 99.3 1(b). Contractor agrees not to attempt to ré-identify de- identified Student
Data.

3. Disposition_of Data. Upon written request Contractor shall dispose or delete all Student Data.
.obtained under the Service Agreement when it is no longer needed for the purpose for which it.
‘was obtained. The duty to dispose of Student Data shall not extend to data that has been de-
identified. The LEA may employ a “Request for Return or Delétion of Student Data” form, a- copy
of which is attached hereto ‘as Exhibit “D”. Upon receipt of a request from the LEA, .the
Contractor will immediately provide the LEA with any specified portion of the Student Data
within 10 calendar days of teceipt of said request.

A 3 ¢ Use ata. Contractor is prohibited from using Student
Data for any secondary use not descrlbed in thls agreement except:

a. foradaptive learning or customized student learning purposes;

b. to-market an educational application or product to a parent or legal guardian of &
student if Contractor did riot use Dafa, shared by or collected per this Contract, to
market the educational application or produc__t

€. to ust a recominendation engine to. recoinmend to a student )

i. content that relates to learning or employment, within the third-party
contractor's internal application, if the recommendation is not motivated by
payment or other consideration from another party; or

ii.  services that relate to learning or employment, within the third-party
contractor's internal application, if the recommendation is not motivated by
payment or other consideration from another paity; :

d. to respend to a student request for information or feedback, if the content of the
response is not motivated by payment or other consideration from another party.; and

e. to use Data to allow or improve operability and functionality of the third-party
contractor’s.internal application,

ARTICLE IV: DATA PROVISIONS

1. Data Security. The Contractor agrees to abide by and maintain adequate data security
measures, consistent with staridards and best practices within the ¢diicational technology industry,



and to protect Student Data from unauthorized disclosure or acquisition by an unauthorized
person. These measures shall include, but are not limited to:

a Passwords and Employee Access. Contractor shall secure usernames, passwords,
and-any other means of gaining access to the Services or to Student Data. Contractor
shall only provide access to Student Data to employees or contractors that are
performing the Services.

b Security Protocols. Both parties. agree to maintain security protocols that meet
industry standards in the transfer or transmission of any data, including -ensuring that.
data may only be viewed or accessed by parties. legally allowed to do so. Contractor
shiall mainitain all. data obtained or generated pursuant to the Service Agreement in a
secure digital environment and not copy. reproduce; or transmit data obtained pursuant
to the Service Agreement, except as necessary to fulfili the purpose. of data requests by
LEA.

e Security -Technolegy. Contractor shall employ intemet industry standard
measures 1o protect data from unauthorized access while the data is in transit or at rest.
The service security nieasures shall include server authentication-and data encryption,
Contractor shall host data pursuant to the Service Agreement in an environment using a
firewall that is updated sccording to industry standards:

d Audit Rights. Upon reasonable notice, and at the request of the LEA, the LEA or
the LEA’s designee may audit the Contractor to verify compliance with this DPA, as
required by the Utah Student Data Protection Act.

2. Data Breach. In the event that Contractor discovers that Student Data has been accessed or
obtained by an unauthorized individual, Contractor shall provide riotification to. LEA within a
reasonable amount of time of the incident, not to exceed 72 hours,

ARTICLE V- GENERAL OFFER OF PRIVACY TERMS

Contractor may; by signing the attached Form of General Offer of Privacy Terms in Exhibit “g,
be bound by the terms of this DPA to’ any other LEA who signs the aceeptance on in said Exhibit.

ARTICLE VI: MISCELLANEOUS

1. Term. The Coniractor shall be bound: by this DPA fot the duration of the Service Agreement
or so long as the Contractor maintains.any Student Data.

2. Termination. In the event that either party seeks to terminate this DPA, they may do so by
mutual written consent so long as the Service Agreement has lapsed or has been terminated. LEA
shall have the right to terminate the DPA and Service Agreement in the event of a material breach
of the terms of this DPA.

3. Effect of Termination Survival. If the Service Agreement is terminated, thé Coritractor shall



destroy all 6f LEA’s data pursuant to Article 111, section 5above,

4, Rmmm,g_[ggmm This DPA shall govern the treatment of student data in order to
comply with privacy protections, mcludmg those found in FERPA and 4ll applicable privacy.
statutes identified in'this DPA. In the event there is. conflict between the DPA and. the Service
Agreement, the DPA shall apply and take precedence. Except .as described in this paragraph
herein, all othet provisions of the Service Agreement shall remain in effect.

5. Natice. All notices or othér communication required or permitted to be given hereunder must
be in writing and given by personal delivery, ot e-mail ttansmission (if contact information is.
provided for the specific mode of delivery), or first-class mail, postage prepaid, sent to the
designated representatives below:

a. Designated Representatives
The designated representative for the LEA for this Agreement is:

Name; Qw{?;ff E‘d WZLAd S
Title:_ ©rines na }i

Contact Informatlon
SNH L, Row (’A ccle -~
\Mﬂf%Jr '"?7\/: ) T 0g9

The desighated representative for the Contractor for this Agreement is:

Phil Collins
Name:
Title; ©Cnief Learning Officer

Otus, LLC

Contact Information:
1000 W. Fulton Market
SUits 285
E h‘llc_ ago !_?I:._s@_ .6"37 .

b. Notification of Acceptance of General Offer of Terms. Upon execution of Exhibit
“E”, Genetal Offer of Terms, Subscribing LEA shall provide notice of such acceptance
in writing and given by personal delivery, or e-mail transmission (if contact
information is provided for the specific mode of délivery), or first-class mail; postage
prepaid, to the designated representative below,

The designated representative for notice of acceptanee of the General Office of Privacy Terms is:

Name: Phil Collins
Title: Chief Learning Officer

Contact Information:



1000 W Fulton Market
Suite 285

Chicago, IL 80607
Phil@otus.com

6. EMLQAE@D&M This DPA constitutes the entire agreement of the parties relating to the
subject matter hereof and. supersedes all prior communications,- représentations, or agreements,.
oral or writtén, by the parties relating thereto. This DPA may be amended and the observance of
any provision of this DPA ‘may be waived (either generally or in any particular instance and
either retroactively or prospectiveély) only with the signed written consent of both parties.

7. Severability. Any provision of this DPA that is prohibited or unénforceable in any jurisdiction
shall, as to such jurisdiction, be ineffective to the extent of such prehibition or unenforceability
without 1rwa11dat1ng the ‘remaining provisions of this DPA, and any such prohibition or
unenforceability- in any jurisdiction shall not invalidate or render unenforceable such provision in
-any other jurisdiction. Notwithstanding the foregoing, if-such provision could be more narrowly
drawn.so as notto be prohibited or unenforceable in. such Jurisdiction while, at the same time,

maintaining the intent of the partles it shall, as to such jurisdiction, be:so narrowly drawn without.
mvahdatmg the remraining provisioris of this DPA or affecting ‘the validity or enforceability of
such provision in any other jurisdiction,

: isdi . THIS DPA WILL BE GOVERNED BY AND
CONSTRUED IN ACCORDANCE WITH THE LAWS OF THE STATE OF UTAH,
WITHOUT REGARD TO CONFLICTS OF LAW PRINCIPLES. EACH PARTY CONSENTS
AND SUBMITS TO THE SOLE AND EXCLUSIVE JURISDICTION TO THE STATE AND
FEDERAL COURTS OF UTAH FOR ANY DISPUTE ARISING OUT OF OR RELATING TO
THIS SERVICE AGREEMENT OR THE TRANSACTIONS CONTEMPLATED HEREBY.

9. Authority. Contractor represents that it is authorized to bind to the terms of this DPA,
including confidentiality and destruction of Student Data and -any portion thereof contained
‘therein, all related or associated institutions, individuals, employees of contraciors who may have
-aceess to the Student Data and/or-any portion thereof, or may own, lease or control equipment or
facilities of any kind where the Student Data and portion thereof stored, maintained or used in any
way. Contractor agrees that any puichaser of the Contractor shall also. be bound to this DPA.

10. Waiver. No delay oromission of the LEA to exercise any right hereunder shall be construed
as-a waiver of any such right and the LEA reserves the right to exercise any such right from tife
to tirhie, as ofteén as may be deemed expedient. LEA hereby waives and releases any and all claims
against the Utah State Board of Education and/or its members, departments, office, and staff
(collectively, “USBE™), for USBE’s efforfs and conduct related to the negotiations and/or
formation of this DPA. The parties agree that USBE is not an agent niot a representative of LEA
in the formation or execution of this DPA, and that LEA negotiated with Contractor at arm’s
length in the creation of this DPA. USBE is thus not responsible or liable to either party under this
DPA, and owes no duty to eithér party under this DPA.

10. Successors Bound. This DPA is and shall be binding upon the respective successors in
interest to Contractor in the event of a merger, acquisition, consolidation or other business
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reorganization ot sale of all or substantially all of the assets of such business.

IN WITNESS WHEREOF, the parties have exccuted this Utah Student Data Privacy Agreement
as of the last day noted below.

__ 6/4/19
Date: .

. Phil Collins y s N
Printed Name: Title/Position: Chief Learning Officer

Local Education Agency:

Printéd Name: Q@M—f& ‘jb{(d:l“ltleff’osmon ?ﬂﬁ |78 u\aa_,p




EXHIBIT “A”

DESCRIPTION OF SERVICES

Executive Summary

Although we've tried to do it, Otus doesn’t fit into a.box. It's not just a Learning- Management System, it’s not just
an Assessment Management System it's not just an Data Management-System, and it's not just a collection of
Classroom Management tools. Throw these types of systems up into the ait, and have them magically land into a
single, organized system that creates massive teacher efficiencies and unparaileled access toJearning data and
then you’ll have Otus. However, each school system has unique needs so Otus can be used as a single solution
for Data Management, Assessment Management,-and Classroom and Learning Management..

A paradigm shift for edtech

Otus knows that'every minute in the classroom is critical. By simply having a common, organized, system that
contains all.of the tools teachers want and need to use to engage students in the learning process, we have made
teachers more efficient by allowing them to differentiate and personalize learning based-on a more complete
picture of the student- information i is no longer in many silos.

For school leaders, now-that we have:a cémmon platform being used, we can see how the decisions and
initiatives directed by school leaders are |mpact|ng student growth. For parents and students; they become more
organized, more informed, and realize that their-education is truly personalized. Otus allows school systems to
rethink their use of technology in a better, more important way as we-shift frori simply using technology, to using
techinology to move students forward..

Why is Otus:not just a Classroom or Learning Management System?

Learning Management Systems have historically beeh designed for adult {earmers. Whether it's for college
students or for large corporations leoking to train employees, the fact is that the traditional LMS makes very little
sense to K-12 educators and their students. The problems that a typical LMS solves for K-12 are real: ‘creating
assignments, ofganizing resources, assembling lessons, communicating with parents and student. Otus believes
that we can solve those problems even better when those tools are.connected to the other tools-that teachers
need to manage the classroom, provide meaningful assessments, and view alf of the rich data about student
learning that is gathered throughout those activities.

We think that many of the tools teachers need to manage the classroom are completely disconnected from one
another. Teachers will use ClassDajo to track student behavior, Remind to communicate with parents; SeeSaw to
maintain portfolios...the list goes on. Instead of Otus cennecting to ali of these tools, we have recreated all of
these single-solution edtech tools into Otus. Teachers are now more sfficient and can dedicate their saved time to
domg what they do best- connecting with students 1o ensure their success.

Why is Otus not just a Data Management Systern?

Data warehouses are, generally speaking, nasty, especially for those who don’t have the time necessary to master
the use of the platform. And, almost always, teachers dont have that time. Yet, we all know that the best way to
differentiate and personaiize education is to leverage data.

Since teachers are the ones who are teaching students, and because we want them to use data to inform
instruction, but since they may not be able'to use a.data warehouse, now what? Otus solves this problem. Now
that teachers have one platform to manage their lives gs educators, all of the tools they enjoy using to manage
their days (Google Classtoom;, ete.).and their Srd-Parts data sits right within Otus- ready to view and ready-for
action.

And, now that-a common platform is used throughout the entire district, school leaders have access to all of the



SCHEDULE OF STUDENT DATA

EXHIBIT “B*

' Check Check
Category of Elements ; r?f:u_se_d 'CategQ'ry of Elements _iﬁus’_gd_
Data by your Data by your
system _ system
IP Addresses of | Plage of Birth.
users, Use of Gender v

App‘lic_ati‘on- :;;Ekﬁs etlc. .Ethr.;ic'ity of race /

Technology | = of 1“ anguage.

Meia Data | “PPlication iformation |
technology meta (native; ‘/
data-Please preferred or
specify: primary

language spoken
Application Use | Meta data o by student)
Statistics user mter.acugn Other _ ._
RS ‘with application demographic¢ Up to site
- _ information-
Standardized / Please specify: |
test scores Student school. y
Observation v enrollment l/

Assessment | data ' Student grade : ./
Other ; Classroom level —
assessment-datd- [ ' Homeroom Y4

. y assessments Ty
Please specify: Guidance
: ) _ counselor
Student school S Specific’ j
(daily) / Enrollment cLIfrr_ic'ul_u_m l/
‘Attendance | attendance data programs
Studerit ¢lass’ _ < Yearof
attendance data. ’/ ‘graduation
' ) Other-
Onhne -'enfoument F{Dster]ng
Communication communications ot mformatlon.- |
s that are captured / Please specify:
5 (emails, blog ' _
entries) Parent/Guardian | Address If-shared
- Contact | Email
Conduct COndUCt or / Information | Phone
' behavioral data
Parent/Guardian | Parent ID _
‘Demographics | Date of Birth 1D number {created f//
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| . Check | Check:
Category of - if used ‘Categoty.of e ifused
Data Elements by yoiir Dga _t;y Elements by your
system . systéim
| to link parents number.
to students) State ID number |
- Vendor/App _
Parent/Guardian | First and/or f shared assigned student /
Name Last: _ ID number
P Student app _
Student / username /
Schedule | Seheduled. | Student app e
! courses / passwords
Teacher names :
. o . First and/or .
English | Student Name Last I/
language learner 1/ _ _ . N
information Program/applica
Low income ‘/ tion
|_status performance
Medical alerts (typing .
/health data Student In App | program-student /
Student Performance types 60 wpm, -
disability 4/ reading
Special  [nformation p""frimi' student
Indicator | SPecialized | reads below
education | grade level)
services (IEP or ‘/
504) Academic or
Living Student extracurricular /
situations . activities a
(homeless/foster E;Qgr;l‘m hi student may
care) rebersiip belong to or
Other indicator participate in
informatiori-
Please specify: _ Student.
' Student Survey | responses to
Responses surveys or
questionnaires
_ . | Address
Student (.30nt_act. Ermail " Student
Information -~ ' generated \/
: — | Student work é'c;mtent; writing,
Student. Local {School / pictures etc
Identifiers district) [D Other student
work data -




Category of
Data

Elements

Check
ifused
by your
system

Please specify:

Transcript

Student course

orades

Student course
data

Student course
grades/performa

| nice scores

ANATAN

Other transcript
data -Please
specify:

Transportation

Student bus
assigniment

Student pick up
and/or drop off
location.

Student bus card
ID number

Other

‘transportation.

data -Please

_specify:

Cther

Please list each
additional data
element used,.
stored or
collected by
your application

Data uplog
by district

ided

‘No Student Data Collected at-this time
*Contractor shall immediately notify LEA if

this

designation is no longer applicable.

OTHER: Use this box, if more space needed
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EXH “e
DEFINITIONS

Contractor: For purposes of the Service Agreement, the térm “Contractor” means Contractor of
digital educational software or sérvices, including cloud-based services, for the digital storage,

management, and retrieval of pupil records.. Within the DPA the term “Contractor” includes the
term “Third Party Coritractor” as used in the Student Data Protection Act and “Operator” as used
in COPPA.

De-Identified Information (DII): De-Identification refers to the process by which the
Contractor removes or obseures any Personally Identifiable Information (“PII”) from Education
Records in a way that removes or minimizes the risk of disclosure: of the identity of the
individual and information about.them,

Education Records: Educational Records are officigl records, files and data d:rectly related to
a student and maintained by the school or local ‘education agency, including but not limited to,
records encompassing all the material kept in the student’s cumulative folder, such as general
identifying data, records of attendance and of academic work completed, records of achievement,
and results of evaluative tests; health data, disciplinary status, test protocols and individualized
education programs. For purposes of this DPA, Education Records are réferred to as. Student
Data.

Personally Identifiable Information (PII): The terms “Personally [dentifiable Information™ or
“PII” hias the same meaning as that found in U.C.A § 53E-9-301, and includes both direct
identifiers (such as. a student’s or other family member’s name, address, student number, or
biometric number) and indirect identifiers (such as a student®s date of birth, place of birth, or
mother’s maiden name). Indirect identifiers that constitute PII also include ‘metadata or other
information that, alone ot in combination, is linked-or linkable to a specific student that would
allow a reasonable: person.in the school community, who does not have personal knowledge of
the relevant circumstances, to identify the studerit with reasonable certainty. For purposes of this
DPA, Personally Identifiable Information shall include the categories of information listed in the
definition of Student Data.

Student Generated Content: The term “student-generated content”” means materials or content
created by a student during and for the purpose of education including, but net limited to, essays,
research reports, portfolios, creative writing; music or other audio files, photographs, videos, and
account information that enables ongoing ownership of student content.

R277-487, Public School Data Confidentiality and Disclosure: The implementing Rule
authorized by Utah Constitution Article X, Section 3, which vests general control and
supervision over public education in the Board, and further authorltles the Board to make rules to
establish student data profection standards for public education, pursuant to Subsection 53E-9-
302(1) of the Utah Student Data Protection Act.

Service Agreement: Refers to the: Contract or Purchase Order to which this DPA supplements

.1:3:



arid modifies.

School Off cial: For the purposes of this. Agreement and pursuant to 34 CFR 99.31 (B), a.School
Official is a contractor that: (1) Performs an institutional service or function for which the agency
or institution would otherwise use employees; (2) 1Is wnder. the direct control of the agency or
institution with respect to the use and maintenance of education records; and (3) Is subject to. 34
CFR 99.33(a) governing the use and re-disclosure of persona]]y identifiable. information frém
Education Records.

Student Data; Student Data means personally identifiable information, whether gathered by
Contractor or provided by LEA or it§ users, students, or students’ parentsfguardlans that is
descriptive of the student including, but not limited to, informatien in the student’s educational
record or email, first and last name, home address, telephone number, email address, or other
information allowing online contact, discipline records, videos, test results, special education
data, juvenile dependency records, grades, evaluations, criminal fecords, medical records, health
records, social security numbers, biometric information, disabilities, socioeconomic information,
food purchases, political affiliations, religious information text messdges, docummients, student
identifies, search activity, photos, voice recordings or geolocation information. Student Data.
shall constitute Bducation Records for the purposes of this Agreement, and for the purposes of
Utah and federal laws and regulations. ‘Student Data as specified in Exhibit *B” is confirmed to
be collected or processed by the Contractor pursuant to the Services. Student Data shall not
constitute that information that has been anonymized or de-idéentified, or anonymous usage -data
regarding a student’s use of Contractor’s. services.

Subseribing LEA:. An LEA that was not party to the original Services Agreement and who
accepts the Contractor’s General Offer of Privacy Terms.

Subprocessor: For ‘the purposes: of this Agreement, the ‘tetm “Subprocessor” (sometimes
veferred to as the “Subcontractor™) means-a party othet than LEA or Contractor, who Contractor
uses for data collection, analytics, storage, or other scrvice 1o operate and/or improve its
‘software, and who hag access to PII,

Targeted Advertising: means presenting advertisements to a student where the advertisement is
selected based on information obtained or inferred over time-from that student's online behavior,
usage ‘of applications, or student data Targeted advertisinig does not include advertising to a
student (i} at an online lo¢ation based upon that student’s current visit to that Tocation; or (ii) in
response to that student’s request for information or feedback, without retention of that student’s
orifine activities over time for the purpose-of targeting subsequent ads.

Utah Student Data Protection Act (Utah Title S3E-9-301 through 53E-9-310): Means the

applicable Utah regulations regarding student data, as further implemented by the Superintendent
pursuantto R277-487.
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*X 1Ty

DIRECTIVE FOR DISPOSITION OF STUDENT DATA

[Name or District or. LEA] directs [Name of Contractor] to dispose of data obtained by

Contraetor pursuant to the'terms of the Service Agreement between LEA and Contractor. The
terms of the Disposition are set forth below:

Disposition shall be:

Disposition shall be by:

I"' H [D. . |

Data shall be disposed of by the
followmg date:

set forth in an attachment to this Directive. Following
confirmation from LEA that data was successfully
transferred, Contractor shall destroy of delete all
applicable data.

. As soon ds commercially practicable

By:(Insert Date)

Partial. The categories of data to be disposed of
areas follows:

Complete. Disposition extends to all eategories of]
data.

——Destruction or deletion of data.

——Transfer-of data. The data shall be transferred as

Authorized Representative of LEA

Date

Verification of Disposition of Data

'Date.

by Authorized Representative of Contractor
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EXHIBIT “E”
GENERAL OFFER OF PRIVACY TERMS

1. Offer of Terms

Contractor offers the same privacy protections found ini this DPA between it and [Name of LEA]
and which is dated [Enter Date] to.any other LEA (“Subscribing LEA™) who aceepts. this
General Offer though its signature below. This General Offer shall extend only to privacy
protections-and Contractor’s signature shall not necessarlly bind Contractor to other terms, such
as price, term, or schedule of services, ot to any other provision not addressed if this: DPA. The
Contractor and the other LEA may also agree to change the data provided by. LEA to the
Contractor in Exhibit “B™ to suit the unique needs of the LEA. The Contractor may withdraw the
General Offer in the event of: (1) a material change in the applicable privacy statutes; or (2) a
material change in the services and products subject listed in the Originating Service. Agreement.
Contractor shall netify the Utah State Board of Education {privacy@schools.utah.gov) in the
event it withdraws Exhibit E so that the withdrawal may be disseminated to the LEAs.

Contractor: o

BY:. Otus, LLC Date:  6/5/19

Printed Name: _Phil Collins Title/Position: Chief'Learning Officer
Subscribing LEA

A Subscribing LEA, by signing a separate Service Agreement with Contractor, and by its
signature below, accepts the General Offet of Privacy Terms. The Subscribing LEA and the
Contractor shall therefore be bound by the same terms of this DPA.,

Subscribing LEA:

BY: Date:

Printed Name: ‘Title/Position:

THIS SIGNE

Nam‘e:-Ph" Collins.

Title: Chief Learning Officer

Email Address: Phil@otus.com
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